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******************** Start of change ********************
[bookmark: _Hlk111127868][bookmark: _Toc22547078][bookmark: _Toc22547580][bookmark: _Toc26880199][bookmark: _Toc58341533]4.2.2	Security functional requirements on the AUSF deriving from 3GPP specifications and related test cases
4.2.2.X	General
The general approach in TS 33.117 [3] clause 4.2.2.1 and all the requirements and test cases in TS 33.117 [3] clause 4.2.2.2 related to SBA/SBI aspect apply to the AUSF network product class.
There are no AUSF-specific test cases according to the security functional requirements on the AUSF deriving from TS 33.501 [2] and security requirements derived from the threats specific to AUSF as described in TR 33.926 [4].
[bookmark: _Hlk117774080]4.2.2.Y	AKMA security material provision
Requirement Name: AKMA security material provision
Requirement Reference: TS 33.535 [X], clause 4.2.4 
Requirement Description: "AUSF provides the SUPI and AKMA key material (A-KID, KAKMA) of the UE to the AAnF." as specified in TS 33.535 [X], clause 4.2.4
Threat References: TBD 
Test Case: 
Test Name: TC_AKMA_SEC_MATERIAL_PROVISION
Purpose:
Verify that the AUSF provides the SUPI and the AKMA key material of the UE to the AAnF.
Pre-Conditions:
· Test environment with AUSF under test connected with AAnF.

· AUSF is configured to work with AAnF.

· AAnF and other elements not under test in the network could be simulated (AMF, gNB, UE, …).
Execution Steps
1)	The tester triggers the UE attachment to the network.
2)	AUSF receives the UE authentication information using Nausf_Auth_UEAuthentication request from AMF. 
3)	AUSF provides the SUPI and the AKMA material received in the step 2) to the AAnF using the Naanf_AKMA_RegisterAnchorkey. 
Expected Results:
The AUSF provides the SUPI and AKMA material (A-KID and KAKMA) to the AAnF
Expected format of evidence:
Evidence suitable for the interface, e.g., Screenshot containing the operational results or network traffic.


******************** End of change ********************
